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* FTP

* SCP

* Samba

TCP/IP + Ethernet, 802.11 (Wi-Fi)

FTP/ | IMAP
smB | /pop | SMTP | Web
DNS
TCP UDP

A>3 —2yIP, ICMP, ARP)

Ethernet(F #8)

IEEE 802.11 (Wi—Fi, ZE#7)
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1. Amazon Web Service (AWS)

2. Google Cloud Japan
3. HE~14278Yv 7+ (Azure)
4, BARFZ 7L
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« mEEBE (/B —/NL, WAN) 7 7 A ILHE
* FTP
* SCP
c V7T RTFANLER £, HTTPSR—XDT7 77U r— 3>
e Google K74 7
* Microsoft OneDrive

* AppleiCloud
 Dropbox, Amazon Photos=5

« EIEEE (B—AHJ, LAN) 7 7 A ILEHE
e Microsoft SMB=>Linux_E COE#2 7 7 A )LIH Samba
e NETBIOS + Samba




FTP © WebLB]D 7 7 A JLERIKFF

* File Transfer Protocol D B&,
e FTPClient 7 A7 7 LZH “ftp" TH 5 Z & H % L,
* Port number 20(ftp-data), 21(ftp) = &£ F,

FTIPa< >k
I
50 < (Telnet) ey
= J
% —® / —

FTP':U':—/{ FIPO 2472 &



FTPOD451(1/2)

C:¥>ftp 192.168.1.4

Connected to 192.168.1.4.

220 cs-www.cs.sist.ac.jp FTP server (Version wu-2.6.1-18) ready.
User (192.168.1.4:(none)): tkouya
331 Password required for tkouya.
Password:(Z2/x & 4175 WY)

230 User tkouya logged in.

ftp> Is

200 PORT command successful.
550 No files found.

ftp> cd pool

250 CWD command successful.




FTPD151(2/2)

ftp> Is

200 PORT command successful.

150 Opening ASCII mode data connection for file list.
bnc-0.1b.tar.gz

226 Transfer complete.

ftp: 323 bytes received in 0.10Seconds 3.23Kbytes/sec.
ftp> binary

200 Type set to .

ftp> get bnc-0.1b.tar.gz

200 PORT command successful.

150 Opening BINARY mode data connection for bnc-0.1b.tar.gz (49513 bytes).
226 Transfer complete.

ftp: 49513 bytes received in 0.66Seconds 75.02Kbytes/sec.
ftp> quit




Passive Open & Active Open(1/2)

* Active Open + - * FTPY —/\E&ftk, Y —/\H'n, FTIPZ 247V b D
FTP-datafd @ Port NumberZz 187 E 3 4,

* Passive Open * * * FTPZ 7 A4 77> k HFTP-dataf8 @D Port Numberx 38 7E
9 5,

Session® I MIST

General ] Startup  Advanced ] Firemall ]

Connection Fetry |E Alternpt failed connects fram O to
40 tirnes.
Metwork Timeout |65 Control channel imeout in seconds
- from 5 to 120
Femate Part | 7021 Remate site FTF cantral channel
- port. Marmally 21.

W Pazsive ransfers FPazzive transfer iz n®
zome firewall and gateway
configurations and when pau get
failed data channel y

[ ok ] wet mRw | A |




Passive Open & Active Open(2/2)

Active Open
20 |- any
— P
21 > any [
FTPH—/\N FIPO 5472 k
Passive Open
a—
20 = any
= Ploml
AN any L[

FTPH—/3 FIPZ S A7 > -



Anonymous FTP Server

e Anonymous(EZ)TH Y A~ TZ %, Read onlyZiFTPH — /X

e Mail TR Y & YT AICIERETDODDT 74 IL%ERNEFEZLHEICAR
5 —EXR

#51]) Ring Server Project http://www.ring.gr.ip/,
AT https://ftp.riken.jp/ RingServers
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% HTTP (We b ) NI T il k£ HTTP HTTP HTTP HTTP
FTP FTP i g = FTP
-
A
0
------
LR
BAKELSTRER| & FNEARA S
v k-2 *ﬁLfTSTSSH” =l 2y piizEa HTTP HTTP HTTP HTTP
HTTP 1=s HTTP FTP FTP FTP FTP
FTP — ETP
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SCP: Secure CoPy

e FTPIZX4 > TSSHETD 7 7 A JLEZ{EIZH FH,
SSSH! T— bEH &R UUserID, /XX — KO A4 TE5
« Ny b BgEIL L TXE

F4T741) test.txtZ 172.16.123.30-~SCP CTHr1%

TAMRATFARI 74
FTHES KA

20YYZEMMA DD H (WW)

TAMTAFTAR K,




SCPIC & 5 7 7 A JLEREP(1/3)

—\)L — — A o

[fEULNA] scp BRiXTT 7 7 A IV BRIXFT/N X (7 7 A L)
PS C:HUSEISRtHDuyHGnEDriUE - "*Jﬂ'[ BAXP\BEZAFF£2AYM\NIYE2-9%Yy 7 =-7> cat test.txt
#l-t@HEma - SIWE » B &, W
%%‘x;;ii”%ﬁj\%ii*r?‘?ir!;ﬁfﬁﬁ
20YYSE IMMEE - DEE - (Ww)
W - REIE/NEIRIAE -
PS C:\Users\tkouy\OneDrive - #HEBI#H ARZ\BERAFF 1A M\IVE21 -3y T -7> 1s test.txt

T4 L %9 bk VU: C:\Users\tkouy\OneDrive - B E T AXR\BEHFF*F 2 A YNNI YE21 -39y T -7

LastWriteTime Length Name

2023/09/20 16:09 128 test.txt

PS C:\Users\tkouy\OneDrive - MBI AZ\@EERAFF 2 A Y MN\IYE21 -39y T - 7T> scp test.txt tkouya@l72.16.123.
30:~/

tkouya@l72.16.123.30"'s password:

test.txt 106% 120 120.6KB/s ©0:00




SCPIC & % 7 7 A ILEREP(2/3)

« B51%4E(172.16.123.30)IC B A > LT 7 7 A ILHIE L < EmX &
NTWBZ & HHESE,

PS C:\Users\tkouy\OneDrive - B I xZ\@ERFF 21 A \NIYE21 -5y F T - %> ssh thouya@l72.16.123.30
tkouya@l72.16.123.30"'s password:
Welcome to Ubuntu 22.04.2 LTS (GNU/Linux 5.15.8-73—-generic x86_64)

tkouya@cs—-room526-ryzen37:~$ 1s test.txt
test.txt

tkouya@cs-room526-ryzen37:~$ cat test.txt
TAMRTFALMT7A4N
| FRHRES K&

20YYZEMM A DD H (Ww)

TATART AL,
tkouya@cs—-room526-ryzen37:~$




SCPIC & 5 7 7 A JLEREP(3/3)

tkouya@cs—-room526-ryzen37:~$ exit

ov777kh

Connection to 172.16.123.30 closed.

PS C:\Users\tkouy\OneDrive - BHEE IR AFZ\EEZBFF 2 XY MN\IYE1 -9y FT - 7J> scp tkouya@l72.16.123.30:~/test
.Ext test2.txt

tkouya@172.16.123.30's password:

test.txt 100% 120 122.7KB/s 00:00

PS C:\Users\tkouy\OneDrive - #EEBE IR AEZ\BEERBFF 2 XY MN\IYE21-9Fy FT - 7> cat test2.txt

W tHEERE - CE/TRENEE . He

B 7580k o> o % 4 T K s

20YYHE IMMEE - DB - (Ww)

M-t HEIE/IMEIZEIME -
PS C:\Users\tkouy\OneDrive - #HEE IR KF\EZEAF X2 XA Y MN\IYE21-9XYy T - 7J> 1s test.txt

7 4L 7 bk VYU: C:\Users\tkouy\OneDrive - #EB IR AXZ\BEAF T2 AV MN\IYE1 -9V T =7

LastWriteTime Length Name

120 test.txt




Samba(1/2)

* https://www.samba.org/

. UNIXJ:TSMB(Server Message Block (protocol)) &R T 5 Z & D
LD AT L

e smbd * * - SMB® il

* nmbd -+ -+ ZBEIRERR O G

e Windows™IZHIT5 [#HB| —EXDAREE L THFIAAEE)
c J7HAILK (T4aL 7MUY TUVEROHF
« 7O RARTAR—E L TOREEE
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Samba(2/2)
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age WindowsHP Pro (2
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g backup (F:)
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NetBIOS

* NETBEUI = - - NetBIOS Extented User Interface->MS LAN Manager
e IPX/SPX ¢+ + < Novell Netware
* NBT or NETBT * - - NetBIOS over TCP/IP(Port number 137, 139)

C:¥Windows¥System32¥drivers¥etc¥|mhostsC;t NetBIOS T1{&E
BIFRRER 7 7 AL

NetBIOS7 74— 3>

NetBIOS A A3—7J1—X

TCP/IP | NetBEUI | IPX/SPX

19 %4
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Windows™IZH T B3y T —7 OEIBAERZK

e« K XA > (Domain)
c FXA YAV A= DOICLE2ERERZT Oy b7 =7 ED 1
1==K{y)
* Primary Domain Controler(PDC) & Backup Domain Controler(BDC) CHEkL & 11
2o
« Windows Server D##£8¢ = LDAPH —/\

« 77— 7 )L— 7 (Workgroup)
« 7T VRXDI=HD Y T —7 ED 1B




7 =7 77 X (Browse)
e v b FOEIREZNetBIOSZD—E TR Z &,

¢« TITIYRRAL=D ALY or 7= TN —TEAT—EX
BT 5, 1 0BOBENTEHNT 5,

nﬁg Cie—kouya

gj e ) gj Gs-polestar
g‘ Samba Server Ws—my) g‘ Samba Server (Localhost)
@ Tk main

=& 24

p =0 T -ARIENEE
yHI-HERER TS

crozoft Windows MNetwark

yI=DEF



b, p, m, h node

NetBIOSICH T D BRI RD =D DFERIZ4BY H5(T 7 )L b IF
b node)

ebnode* * * 7JO—FF v XA bAEFE-> TEZIBREEITO

*pnode * * + Ff— LY —/I(WINS, DNS) & 1XJ 1815 % 1T > CTHAH]
R 21T D

* m node

* b node - p node

* h node
* p node - b node



p— ——1
Samba @ 5% T S35 (smb.conf)
[global] [homes]
workgroup = MYDOMAIN comment = Home Directories
server string = File Server browseable = no
hosts allow =192.168.1. 192.168.2. 127. writable = yes
printcap name = /etc/printcap # NOTE: If you have a BSD-style print system there is no need to
load printers = yes # specifically define each individual printer
printing = lprng [printers]
log file = /var/log/samba/%m.log comment = All Printers
; password server = <NT-Server-Name> path = /var/spool/samba
encrypt passwords = yes browseable = no
smb passwd file = /etc/samba/smbpasswd # Set public = yes to allow user 'guest account' to print
interfaces = 192.168.1.0/24 guest ok = no
; remote browse sync =192.168.3.25 192.168.5.255 printable = yes
; remote announce = 192.168.1.255 192.168.2.44
; local master = no
; domain master = yes
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